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No. 1983-67

AN ACT

HB 258

AmendingTitle 18 (CrimesandOffenses)of thePennsylvaniaConsolidatedStat-
utes,providingfor computer-relatedoffenses;furtherprovidingfor authoriza-
tion of interceptionof wire or oral communications;andextendingthesunset
provisionrelatingto wiretappingandelectronicsurveillance.

The GeneralAssembly of the Commonwealthof Pennsylvaniahereby
enactsasfollows:

Section 1. Title 18of thePennsylvaniaConsolidatedStatutesis amended
by addingasectionto read:
§ 3933. Unlawful use of computer.

(a) Offensedefined.—Apersoncommitsan offenseifhe:
(1) accesses,alters, damagesor destroysany computer, computer

system,computernetwork,computersoftware,computerprogramordata
baseor anypart thereof,with theintentto interruptthenormalfunction-
ing ofan organizationor to deviseor executeany schemeor artifice to
defraudor deceiveor controlpropertyor servicesby meansoffalseor
fraudulentpretenses,representationsorpromises;or

(2) intentionallyand without authorizationaccesses,alters, damages
or destroysanycomputer,computersystem,computernetwork,computer
software,computerprogramor computerdatabaseoranypartthereof.
(b) Grading.—Anoffenseundersubsection(a)(1) is a felonyof thethfrd

degree.An offenseundersubsection(a)(2) is a misdemeanorof thefirst
degree.

(c) Definitions.—Asusedin thissectionthefollowingwordsandphrases
shallhavethemeaningsgivento themin thissubsection:

“Access.” To instruct, communicatewith, store data in, retrieve data
from or otherwisemakeuseof any resourcesof a computer, computer
systemorcomputernetwork.

“Computer.” An electronic,magnetic, optical, hydraulic, organic or
other high speeddataprocessingdeviceor systemwhich performslogic,
arithmetic or memoryfunctionsand includesall input, output, processing,
storage,softwareorcommunicationfacilitieswhichare connectedorrelated
tothedeviceina systemor network.

“Computer network.” The interconnectionof two or morecomputers
through the usageof satellite, microwave, line or other communication
medium.

“Computerprogram.” An orderedsetof instructionsor statementsand
relateddatathat, whenautomaticallyexecutedin actualor modifiedform in
a computersystem,causesit to performspecifiedfunctions.

“Computer software.” A set of computerprograms,proceduresand
associateddocumentationconcernedwith the operation of a computer
system.
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“Computersystem.” A set ofrelated, connectedor unconnectedcom-
puterequipment,devicesandsoftware.

“Data base.” A representationof information, knowledge,facts, con-
ceptsor instructionswhich are beingpreparedor havebeenpreparedin a
formalizedmannerandare intended/oruseina computer,computersystem
orcomputernetwork.

“Financial instrument.” Includes, but is not limited to, any check,
draft, warrant, moneyorder,note,certificateofdeposit,letterofcredit, bill
of exchange,credit or debit card, transactionauthorizationmechanism,
marketablesecurityoranycomputersystemrepresentationthereo-f

“Property.” Includes,butis not limitedto, financialinstruments,com-
putersoftwareandprogramsin eithermachineor humanreadableform,and
anythingofvalue, tangibleor intangible.

“Services.” Includes,butis notlimitedto, computertime,dataprocess-
ing andstoragefunctions.

Section2. Section5708of Title 18 is amendedanda sectionis addedto
read:
§ 5708. Orderauthorizinginterceptionof wire or oral communications.

IThe] (a) Authorization.—Exceptin casesreferredto in subsection(b),
the AttorneyGeneral,or, during theabsenceor incapacityof the Attorney
General, a deputy attorney generaldesignatedin writing by the Attorney
Generalor the district attorneyor, during the absenceor incapacityof the
district attorney,an assistantdistrict attorneydesignatedin writing by the
district attorneyof the countywhereinthe interceptionis to be made,may
makewritten applicationto anySuperiorCourtjudge for anorderauthoriz-
ing the interceptionof a wire or oral communicationby the investigativeor
law enforcementofficersor agencyhavingresponsibilityfor an investigation
involving suspectedcriminal activities whensuch interceptionmayprovide
evidenceof the commissionof anyof the following offenses,or mayprovide
evidenceaidingin theapprehensionof theperpetratoror perpetratorsof any
of thefollowing offenses:

(1) Underthistitle:
Section2501 (relatingto criminal homicide)
Section2502 (relatingtomurder)
Section2503 (relating tovoluntarymanslaughter)
Section2706(relatingto terroristicthreats)
Section2901 (relatingtokidnapping)
Section3121 (relatingtorape)
Section3123(relatingto involuntarydeviatesexualintercourse)
Section3301(relatingto arsonandrelatedoffenses)
Section3302(relatingto causingor riskingcatastrophe)
Section3502(relatingtoburglary)
Section3701 (relatingtorobbery)
Section3921 (relatingtotheftby unlawful takingor disposition)
Section3922(relatingtotheft by deception)
Section 3923(relatingto theft by extortion)
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Section4701 (relatingtobriberyin official andpolitical matters)
Section4702 (relatingto threatsandotherimproperinfluencein offi-

cialandpoliticalmatters)
Section5513 (relatingtogamblingdevices,gambling,etc.)
Section5514(relatingtopool sellingandbookmaking)

(2) Underthis title, wheresuchoffense is dangerousto life, limb or
propertyandpunishableby imprisonmentformorethanoneyear:

Section 3925(relatingtoreceivingstolenproperty)
Section 3926(relatingtotheft of services)
Section 3927(relatingto theft by failureto makerequireddisposition

of fundsreceived)
Section4108 (relating to commercialbriberyand breachof duty to

actdisinterestedly)
Section4109 (relatingtoriggingpublicly exhibitedcontest)
Section4902 (relatingtoperjury)
Section4907 (relatingtotamperingwith witnessesand informants)
Section4909(relatingtowitnessor informanttakingbribe)
Section4911 (relating to tamperingwith public recordsor informa-

tion)
Section5101 (relatingto obstructingadministrationof law or other

governmentalfunction)
Section5504(relatingto harassmentby communicationor address)
Section 5902(relatingtoprostitutionandrelatedoffenses)

(3) Under the act of July 22, 1970 (P.L.5l3, No.178),known asthe
“PennsylvaniaCigaretteTax Act,” wheresuchoffense is dangerousto
life, limb or propertyandpunishableby imprisonmentfor morethanone
year:

Section902. Salesof unstampedcigarettes.
Section903. Possessionof unstampedcigarettes.
Section904. Counterfeiting.

(4) Any offenseset forth undersection13(a) of the act of April 14,
1972 (P.L.233, No.64), known as “The Controlled Substance,Drug,
Device andCosmeticAct,” not includingthe offensedescribedin clause
(31) of section13(a).

(5) Any offense set forth under the act of November 15, 1972
(P.L.1227,No.272).

(6) Any conspiracyto commit any of the offensesset forth in this
section.
(b) Exception.—Wheneverthe interceptionofwire or oral communica-

tion is to bemadebyan investigativeofficeremployedby the Pennsylvania
Crime Commission,theapplicationfor the authorizingorder shall bemade
bytheAttorneyGeneral.
§ 5727. Expiration.

ThischapterexpfresDecember4, 1988unlessextendedbystatute.
Section3. Section 3 of the actof October4, 1978 (P.L.831, No.164),

entitled “An actamendingTitle 18 (CrimesandOffenses)of the Pennsyl-
vaniaConsolidatedStatutes,making certainrepealsandaddingnew provi-
sionsrelatingto wiretappingandelectronicsurveillance,”is repealed.
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Section 4. (a) Section1, insofarasit relatesto 18 Pa.C.S.§ 3933,shall
takeeffect in 60 days.

(b) Theremainderof thisactshalltakeeffect immediately.

APPROVED—The2nddayof December,A. D. 1983.

DICK THORNBURGH


